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1
Decision/action requested

This contribution proposes a solution to mitigate the linkability attack in TR 33.846.
2
References

N/A
3
Rationale





5G AKA protocol exposes to the adversary the reason of the failure when an authentication challenge is rejected by a UE including either MAC failure or Sync Failure. Therefore, it is easy for the adversary to ascertain whether a target UE is in attacking area simply by replaying an old genuine authentication challenge.
This contribution proposes a method of mitigating the linkablity attack by merging both successful and fail authentication response messages, which increases the difficulty of judging target UE by the adversary.
4
Detailed proposal

*************** Start of the 1st Change ****************
1
Scope

The scope of this study is the following

· key issues, potential security requirements and solutions of how to enhance the authentication process to ensure the security of session anchor keys in case the long-term key is leaked.

· key issues, potential security requirements and solutions of how to mitigate the linkability attacks.
· key issues, potential security requirements and solutions of how to mitigate the impacts of potential DDoS threats due to concealing the SUPI.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]
3GPP TS 33.501: "Security architecture and procedures for 5G system".
[y]
3GPP TS 33.102: "Security architecture".
*************** End of the 1st Change ****************
*************** Start of the 2nd Change ****************
6.X
Solution #X: Mitigate the linkability attack

6.X.1
Introduction
This solution addresses the aspect of “breach of the user’s untraceability” in Key Issue #3.1 “Mitigation against the linkability attack”.
6.X.2
Solution details
The authentication response message shall have the uniform format to protect the user privacy which means the response message shall contain AUTN, AUTS and a cause value. 
When the UE receives the authentication request message from the AMF/SEAF, it shall send authentication response message with the consideration of the following situation:
-
If the verification of the AUTN passes, the UE shall generate the authentication response message containing a RES* calculated according to Annex A.4 in TS 33.501 [x], in which an AUTS and a cause value padded with random numbers respectively are also included.
-
If the UE determines the SQN to not be in the correct range, it shall generate the authentication response message containing an AUTS calculated according to Clause 6.3.3 in TS 33.102 [y], in which a parameter RES* and a cause value padded with random numbers respectively are also included.
-
If the MAC failure occurs, the UE shall generate the authentication response message containing a responding cause value, in which a RES* and AUTS padded with random numbers respectively are also included.
The above authentication response message with the same format is then sent to the AMF/SEAF. 
Once the AMF/SEAF receives the authentication response message, it shall interact with the AUSF according to the verification of authentication response message, which is as specified in the following:
-
If the AMF/SEAF determines the HRES* is correct, it shall send a Nausf_UEAuthentication_Authenticate Request message containing the parameter RES* to the AUSF. The following procedure shall be performed according to Clause 6.1.3.2 in TS 33.501 [x]. 
-
 Otherwise, the AMF/SEAF shall send a Nausf_UEAuthentication_Authenticate Request message containing the AUTS to the AUSF. The AUSF shall then send a Nudm_UEAuthentication_Get Request to the UDM containing the AUTS. If the verification of AUTS passes, the UDM shall update the SQN and generate a new AV, and then send it back to the AMF/SEAF. If the AMF/SEAF receives this new AV, it shall neglect the cause value in the authentication response message received from the UE and launch the reauthentication procedure; Or, if the AMF/SEAF receives a reponse indicating the failure of AUTS verification from the UDM, it shall send a reject message to UE based on the cause value in the authentication response message.
6.X.3
Evaluation
TBD
*************** End of the 2nd Change ****************
